eSmart Domains 2013
* Euroa Primary School must meet the criteria under each domain in the planning,
implementation and sustaining phases to receive eSmart accreditation.
1. Effective school organisation
1.1 eSmart committee
 An eSmart co-ordinator is selected each year to lead the planning,
implementing and sustaining of the eSmart program.
 An eSmart committee is formed each year with teacher, student and
parent representatives.
 The eSmart Committee access the eSmart website
www.esmart.org.au for information and contact eSmart Helpdesk for
assistance. Ph: 1300 592 151 Email: esmart@amf.org.au
 The committee meets monthly at a day and time convenient for most
members.
 Teachers and parent members are trusted with the eSmart login to
access the System Tool.
 eSmart committee members contribute to the meeting agenda.
 Students are encouraged to contribute to discussions and their input
is valued.
1.2 Effective supervision of computers, playground
 All teachers must monitor students’ use of computers and other
devices.
 Any technology breaches are entered onto the School Wide
Information System (SWIS) as a minor (yellow) or major (red) incident.
 Teachers on yard duty are responsible for observing students use of
technologies during recess and lunchtime.
 The ICT technician ensures a filter is operating on the Internet.
 Teachers ensure students follow the Complex7 protocol for creating
secure passwords and enforce privacy.
 Parents are encouraged to actively supervise their child’s Internet use
at home.



Mediators are employed by Intuitive Media to monitor, report and
suspend students who do not obey the Skoodle Rules.

1.3 Regular and ethical collection of data
 Incidents are recorded using SWIS and the Principal, Student Welfare
Officer and ICT teacher collect and analyse the data.
 Grade 3 – 6 students will complete the Student Tech Survey and data
analysed.
 Any teacher, student or parent surveys remain private and
confidential.
 Any incidents on Skoodle are recorded and reported to teachers by
the mediators.
1.4 Reporting systems for students
 Students must immediately report any cybersafety or cyberbullying
issue to a teacher.
 Reports are taken seriously and kept confidential.
 Students and parents are advised to save any inappropriate SMS,
MMS or email.
 Students are taught how to access, download and use the ACMA
Cybersafety button.
 Students are given the Kids Helpline phone number and website.
 The eSmart student leaders are available to students to report
incidents.
 Students in Grade 3 – 6 who use Skoodle can report incidents to the
Mediators or teachers.
 Students can also use the school webmail for reporting.
 Support Facebook’s ‘Be Bold, Stop Bullying’ campaign which aims to
empower young people to take action when they see bullying occur.
1.5 Induction processes for students and staff to eSmart
 All new staff are given the eSmart Action Plan and Policy upon
employment at school.
 Casual Replacement Teachers (CRT) are provided with an outline of
the eSmart program in the CRT information booklet.
 New enrolled students are briefed on the school systems, protocols
and procedures for eSmart by their classroom teacher.
2. School plans, policies and procedures
2.1 eSmart Policy








An eSmart Action Plan is formulated for planning and
implementation.
The current Cybersafety Policy is revised to become the ‘draft’ eSmart
Policy and is presented to the eSmart Committee and Education
Committee for comment and editing.
The eSmart Policy is presented to School Council for final approval.
eSmart forms an integral part of the eLearning Plan.
Key terms have common, agreed definitions.

2.2 Whole-school behaviour management plan and procedures
 Euroa Primary School implements the School-wide Positive Behaviour
Support program (PBS) to promote the school values and manage
behaviour.
 A Discipline Flow Chart is used to ensure consistency in behaviour
management and consequences.
 Behaviour management procedures are regularly monitored and
reviewed.
 Teachers inform and consult the Principal and Student Welfare Officer
on behaviour issues.
 eSmart plan and procedures are discussed at leadership and staff
meetings, and during professional development sessions.
2.3 Acceptable Use Agreements
 The Acceptable Use Agreement (AUA) is formulated and an appendix
to the eSmart Policy.
 The AUA is sent home to parents to sign and return at the start of
each year, and for any new enrolments.
 Introduce a student pledge.
3. Respectful and caring school community
3.1 A strong set of values guide behaviour
 Euroa Primary School uses the Positive Behaviour Support Program
and You Can Do It! (Program Achieve) to promote student
engagement and well-being.
 Our school values are Effort, Unity, Respect, Order, Achievement.
 A school culture of respect and care is developed, where every
student is made aware of their rights and responsibilities.
 Students are encouraged to appreciate diversity.
 Evidence is collected to assess the success of our PBS program and
school values.



Students are aware of their digital footprint and develop a positive
online reputation.

3.2 An agreed set of protocols guides everyday practice
 Teachers and students are guided by the eSmart Policy and explicitly
teach safe Internet use in all Grades.
 Computer and Internet logins are safe and secure.
 Students, teachers and administrators have different levels of access
to the school network and Internet.
3.3 Wide range of opportunities for cross-age interaction for all students in
formal and informal ways
 Students are encouraged to help each other with ICT.
 Senior students are used with the Junior students as peer tutors and
to enhance cybersafety.
 eSmart student leaders are trusted and utilised to promote the smart,
safe and responsible use of modern technologies.
 Grade 6 students are used as ‘buddies’ to the Prep students.
 Register and implement the Better Buddies framework
www.betterbuddies.org.au
 There is a school wide transition program in term 4.

4. Effective teacher practices
4.1 Relationship based pedagogies
 Teachers are encouraged to formulate relationships of trust and
respect with all students.
 Teachers receive Professional Development to improve their
knowledge and practices in ICT.
 A diverse range of strategies and practices are used in classrooms to
facilitate co-operative learning.
4.2 Teacher modelling of smart, safe and responsible use of technologies
 Teachers must ensure they model proper use of digital technologies.
 Teachers have a sound knowledge and understanding of cybersafety,
and are encouraged to conduct a self-audit.
 The Interactive Whiteboards (IWB) are used extensively for teaching
and learning.

4.3 Effective classroom management skills and sense of responsibility and
preparedness to respond to unsafe or harmful behaviour
 Teachers have a legal duty of care to protect students from
inappropriate content on the Internet and respond with due
diligence.
 The school will survey teachers about their knowledge of cybersafety,
cyber-risk, cyberbullying, ‘sexting’ and offline bullying, harassment
and abuse.
 Teachers ‘share’ their knowledge, skills and experiences with each
other.
 Be both proactive to educate about being eSmart and preventing
cyberbullying, and reactive to incidents.
4.4 Teacher capacity to address the ‘smart’ use of technology
 Teachers need to be competent with using a range of modern
technologies and aware of their possible abuse.
 All teachers complete the DEECD ePotential survey to chart their
capabilities and progress in ICT.
 All teachers will be involved in professional development.
 Some teachers participate in the VITTA and/or ICTEV conference.
 All teachers will register and complete the connect.ed online PD
program.
 Teachers read ACMA Cyberzine newsletters.
 Teachers read fortnightly eSmart newsletters.
 Access the Cybersmart Glossary of terms and Online Acronyms.
 Read ACMA Cybersmart 2009 reports ‘What Are Students Doing
Online (ages 5-13)?”
 Embrace digital technology and promote safe, responsible use.
5. An eSmart curriculum
5.1 Explicit teaching of rights and responsibilities, awareness of bullying and
social emotional skills
 The ICT teacher and all classroom teachers are responsible for
planning eSmart lessons which explicitly teach students their rights
and responsibilities.
 A scope and sequence is developed for Grades 0 – 6.
 An extensive list of recommended safe educational websites, videos
and resources is compiled and updated regularly.





Students will be taught about digital citizenship and the ethical use of
information and communications technologies (Digital Media Literacy,
Positive Online Behaviour, Peer and Personal Safety, and e-Security).
The importance and benefits of social and emotional learning in the
curriculum will be promoted to support students to manage conflict
effectively.

5.2 Teaching about cyber-risks and cyber-safe practices is evident in the
curriculum
 Teachers collaboratively plan to include cybersafety lessons in their
classroom.
 A curriculum audit will be conducted to identify where cybersafety is
included.
 Reference and incidental discussion on cybersafety is made constantly
during the school year.
 Students complete cybersafety tasks on approved websites.
 Cybersafety posters are prominent around the school and in
classrooms.
 Students are encouraged to safely use the Internet for research and
to improve learning outcomes.
 Students complete a multiple choice cybersafety test.
5.3 Curriculum planning for the smart, safe and responsible use of
information and communications technology for learning
 The ICT teacher and classroom teachers plan to integrate ICT across
the curriculum.
 A scope and sequence is developed for all Grade levels.
 Euroa P.S. participates in the annual Safer Internet Day.
 Register for the ACMA Cybersmart Challenge and sign up for online
activities.
 Register for a visiting consultant from ACMA Cybersmart Outreach
program to conduct an Internet Safety Awareness Presentation (ISAP)
for students, teachers and parents.
 Use Google ‘Good to Know’ campaign which aims to help people stay
safe on the internet and manage the information they share.
www.google.com.au/goodtoknow/

5.4 Student developed and owned resources on bullying, cyber-bullying and
cybersafety




Opportunities will be provided for students to create multi-media
presentations, videos and posters on Cybersafety.
Students present work during School Assembly and at Parent
Information Nights.

5.5 Student developed and owned resources on the smart use of
technologies
 ICT will be integrated across the curriculum and used to engage
students in learning.
 Students will become competent users of digital technologies and
share their knowledge and skills with their peers.
 Students will create multi-media presentations, videos and posters on
using smart technologies.
 Students work is presented during School Assembly.
6. Partnerships with parents and the local community
6.1 Parent involvement in the eSmart school
 There are parent representatives on the eSmart Committee.
 Parents are encouraged to support students and ensure eSmart
practices at home.
 Parents are invited to actively participate in cybersafety lessons with
students.
 Parents of all students are requested to assist their child at home to
do the Cybersmart programs to learn how to stay safe online.
6.2 Parent education about bullying, cybersafety and the smart, safe and
responsible use of information and communications technology
 Parents are educated about eSmart through the school newsletter
and website.
 eSmart and PBS information sessions are conducted each year.
 New and innovative methods of communicating to parents will be
considered.
 The Acceptable Use Agreement is sent home at the start of each year
to be signed, returned and filed.
 Parents are contacted promptly if there is any breach of the eSmart
Policy or Acceptable Use Agreement.
 The eSmart Policy is published on the school website.
 Parents are provided with a list of recommended cybersafety
websites.
 Regularly provide parents with Internet Safety tips.



Parents are advised to report any concerns about cybersafety to the
Principal, or any offensive content or child exploitation on the
Internet to either ACMA or the Australia Federal Police (AFP).

6.3 Links with community organisations
 Develop a partnership with the ECEC to offer cybersafety courses.
 To maintain consistency of the eSmart program, Euroa Primary will
liaise with Euroa Secondary especially during the transition period.
 The eSmart program is promoted through the local Euroa Gazette
newspaper.
 Organise a visiting speaker to attend the local Service Clubs and
interest groups.
Ian Clinch
ICT teacher, eSmart co-ordinator

