eLearning
POLICY 2017

Euroa Primary School as an eSmart school has a strong set of values to guide behaviour, and
applies these values to the respectful, smart, safe and responsible use of technologies.
Definitions
 EPS- Euroa Primary School
 eSmart refers to the Alannah and Madeline Foundation system developed for Australian
schools. eSmart is an evidence-based and tested system to help schools manage cybersafety
and deal with cyberbullying and bullying.
 DET means the State of Victoria – Department of Education and Training.
Rationale:
 The use of the digital technologies provided by EPS and the DET is intended for research,
learning and communication between students, staff and parents. The digital technologies
provide valuable educational opportunities to obtain information, engage in discussion, and liaise
with individuals, organisations and groups world-wide in order to increase skills, knowledge and
abilities. The online world is an exciting, informative and essential part of modern life, but there
is an opportunity for intentional and unintentional misuse. Schools have a responsibility to
incorporate strategies into the curriculum to develop good digital citizens, while maintaining
privacy, and educating students to identify and deal with cyber-bullying.
Aims:
 To provide secure access to the Intranet and Internet, and ensure appropriate usage of digital
technologies.
 To enhance student learning outcomes by developing operating skills and increasing access to
worldwide information.
 To develop cyber-citizenship through digital literacy, positive online behaviour, personal and
peer safety and e-security.
 To ensure privacy and confidentiality are maintained, and intellectual property and copyright are
not breached.
 To develop eSmart students by learning how to guard against security and privacy risks online.
 To maintain an eSmart accreditation.

Implementation:





EPS supports access by students and teachers to digital technologies resources available on
the Internet, accompanied by the development of the skills necessary to filter, analyse, interpret
and evaluate information encountered.
Access to or use of the school network by teachers and students is subject to compliance with
the current ‘Acceptable Use Policy. DEECD Information, Communication and Technology (ICT)
Resources 2011’ or subsequent version.
This policy should be read in conjunction with School Rules, Discipline Procedures, Codes of
Conduct, Student Engagement, Bullying and other relevant policies.

Users
 All students will have filtered Internet and email access which is password protected and
regularly monitored. Such access is a privilege that infers responsibility. Passwords should not
be obvious, kept confidential, changed regularly and never shared with other users.
 Staff will have internet and email access which is password protected and is under compliance
with DET requirements.
 Guidelines on access rights will be defined for different user levels. Restricted access may be
available to guest users for specific purposes only.
 Privacy of students, parents, staff and other users must be recognised and respected at all
times.
 Students and parents will be requested each year to sign an ‘Acceptable Use Agreement’ to
gain use of digital technologies to access the Internet, or publish work, photos or videos.
 Students will never publish or disclose the email address or other personal information of
another student or staff member without that person’s explicit permission.
 Users will not disable or bypass any security settings.
 Users must observe copyright, acknowledge authors or sources ensure permission is gained
before publishing, and never plagiarise.
 Users must never knowingly send, forward or publish any material or remarks that are unlawful,
offensive, abusive, discriminatory, false, defamatory, sexually suggestive or explicit, or contain
spam, spyware or a computer virus.
 Staff and students shall be responsible to report immediately any inappropriate material so that
access can be blocked.
 Users must use skills that help to keep them safe such as ensuring that they have logged off at
the end of a session.
 Intentionally downloading unauthorised software, graphics or music that does not have an
educational purpose is not permitted.
 USB memory sticks/flash drives may be used to backup work files or to transfer work from home
to School and vice versa, provided no executable files (programs) are also contained on these
devices.
 Online ‘non-educational’ gaming has associated risks and is not an acceptable use of the school
network.
Information
 The school undertakes to ensure that information published on the Intranet or Internet by
students or the school is appropriate, and meets legal requirements and standards of general
practice within the community in relation to copyright, safety and decency.
 The use of all digital technologies devices shall be for educational purposes only.
 All teachers will participate in Cybersafety and eSmart professional development.
 Uploading pictures of students to the EPS website, publishing photos in the Newsletter, in media
or other social media shall be in accordance with parent permission.
 All teachers have a ‘duty of care’ to monitor students digital technologies usage and implement
cyber-safety.
 Students are encouraged to report any cyberbullying incidents to teachers, either verbally or via
email.
 Teachers will follow up any identified or reported incidents of ‘cyber-bullying’.
 Teachers and parents should keep up to date with, and seek information on being ‘cyber-safe’.
 An eLearning coordinator will be appointed, who will liaise with staff and the support technician
to ensure appropriate management of all relevant digital technologies by students and staff.







Parents will be provided with information regarding safe use of the Internet at school and home.
Unauthorised or improper use of the school network will have consequences, such as restricted
access, and may also result in disciplinary or legal action.
Student incidents of misuse are recorded using Compass.
Only social networking sites approved by teachers may be used by students.
The EPS intranet webmail is the only email permitted for students to use at school.

Evaluation:
 This policy will be reviewed as part of the Euroa Primary School’s regular review cycle.

This policy was last ratified by Euroa Primary School Council on

August 2017

EUROA PRIMARY SCHOOL
ACCEPTABLE USE AGREEMENT
Student Agreement:
This Acceptable Use Agreement applies to digital technologies, social media
tools and learning environments established by our school or accessed using school owned
networks or systems.
This Acceptable Use Agreement applies when I am using any of the digital technologies at school,
during school excursions, camps and extra-curricula activities.
o

I agree to use the digital technologies at our school in a responsible manner, but if I find myself
in unsuitable locations I will immediately inform the teacher.
o When I use digital technologies:
o I will communicate respectfully by thinking and checking that what I write or post is polite and
respectful and will not respond to any messages that are unpleasant or make me feel
uncomfortable in anyway.
o I will protect personal information by checking with a teacher before sharing online.
o I look after myself and others by thinking about what I share online including using (or
stealing) content owned by others eg images, music or videos and plagiarising: taking ideas
or information created/owned by others without referencing their origin or unless I have
permission from the person who created the material in line with copyright requirements.
o I will never send, forward, publish or access inappropriate material.
o I will report any problems or incidents immediately to a teacher and seek help if needed.
o I will think carefully about what I read on the Internet and its reliability and accuracy.
o I will not download or run unauthorised programs at school.
o I will not interfere with the work or data of another student.
o I will follow school guidelines and procedures when preparing materials for publication on the
web, or sending email.
I understand and agree to comply with the terms of acceptable use and expected standards of
behaviour set out within this agreement. I understand that there are actions and consequences
established within the relevant policies if I do not behave appropriately.
Student Name:

__________________________________

Student Signature:

__________________________________

Date:

__________________________________

Parent/Guardian Permission:
I understand Euroa Primary School have taken steps to minimise risk of any exposure to
unsuitable material.
I have discussed responsible use of the digital technologies with my child and will contact the school
if there is anything I don’t understand, or there is a situation which concerns me.
I consent to my child using the Internet and email at school for educational purposes in accordance
with the eLearning Policy (copy available upon request) and the Student Agreement above.
Parent/Guardian Signature: _____________________________________
Parent/Guardian Name:

_____________________________________

Date:

_____________________________________

